Issa Ishaq Mansoor Saif Al-Mawali

Cyber Incident Response & Incident Management Specialist

Seeb, Muscat, Oman | +968 95243090 |
issaalmawali9@9@gmail.com

linkedin.com/in/issa-almawali

PROFESSIONAL SUMMARY

Cybersecurity professional with experience across national cyber incident response, SOC operations, airport-sector
cybersecurity, and Al-enabled technical programs. Currently serving at Oman National CERT within the Ministry of Transport,
Communications and Information Technology, supporting cyber incident identification, analysis, and response. Holds a
Bachelor's degree in Information Security.

CORE SKILLS
Security Operations Technical Platforms
Incident Response, Incident Management, SOC Procedures, Windows, macOS, iOS, Android, Linux, AWS, MS Office,
Threat Detection, SIEM Awareness Power BI
Networking & Security Web, Media & Al
Network Device Configuration, Information Security, HTML, CSS, JavaScript, Adobe Creative tools, Al applications
Encryption Concepts, Risk Management for automation and security

PROFESSIONAL EXPERIENCE

Cyber Incident Response & Incident Management Specialist

Oman National CERT - Ministry of Transport, Communications and Information Technology | Muscat, Oman | On-site

Feb 2026 - Present

e Support identification, analysis, and response to cyber incidents within a national cyber operations environment.
e Contribute to incident management activities focused on protecting critical systems and information assets.

Cyber Security Analyst
Oman Airports Management Company | Muscat, Oman
Oct 2025 - Feb 2026
e Worked as a Cyber Security Analyst within the airport operations environment.
e Supported cybersecurity activities in a sector with strong operational continuity requirements.

Cyber Security Analyst - SOC
Insight Information Security | Muscat, Oman | Full-time, On-site
Mar 2025 - Nov 2025

e Supported cyber incident response and daily SOC operations.
e Monitored network activity, threat indicators, and security events with SIEM-focused awareness.

Participant - Al Empowered Youth Program

Omantel Academy | Muscat, Oman | Hybrid

Dec 2024 - Mar 2025

e Conducted site visits to Omantel facilities and proposed practical Al-based enhancement opportunities.

On-Job Trainee, Technology & Infrastructure Unit

Omantel | Muscat, Oman

Feb 2024 - May 2024

e Completed on-job training within Omantel's Technology & Infrastructure Unit.

Cybersecurity Intern

Insight Information Security | Muscat, Oman

Jul2023 - Sep 2023

e Gained practical experience in network device configuration, security implementation, and information security
management.



EDUCATION

Bachelor's Degree in Information Security

University of Technology and Applied Sciences, Muscat | 2024 | CGPA: 2.82 /4.0
General Education Diploma

Al-Hassan bin Hashim School for Boys | 2017 | Overall Grade: 76.11%

CERTIFICATIONS & PROFESSIONAL DEVELOPMENT

* |AIDL - Jul 2025

e Exabeam 305 Analyst Fundamentals - May 2025

e LogRhythm Security Analyst (LRSA) - May 2025

¢ |[ELTS Overall Band Score 5.5 - Jan 2025

e Cisco Network Security - Feb 2024

* Cisco CCNAV7: Switching, Routing, and Wireless Essentials - Sep 2021

* Cisco CCNA R&S: Introduction to Networks - Jan 2020

e Cisco IT Essentials: PC Hardware and Software - May 2019

¢ Additional 2025 learning: Phishing, Business Email Compromise, Internet Security, Safe Web Surfing, Ransomware
Readiness, and Mental Health in Cybersecurity

SELECTED PROJECT

CipherSafe Generator
Final-year web project focused on password generation, encryption/decryption, password hashing, and user authentication.

LANGUAGES
Arabic (Native) | English (Fluent)



